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Abstract

Beginning with a discussion of the Wirecard case, this study
highlights several lessons for the regulation and supervision of
Fintech companies. Innovation in the financial industry brings
both efficiency gains and new risks. To balance these two
elements, regulators need a deep understanding of Fintech’s
technologies and business models.Because Fintechs can be very
complex companies, there is a need for an approach combining
the oversight of both entities and activities. The global scope of
Fintech's activities also calls for convergence and coordination of
rules and supervisory practices at the European level and
beyond.
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EXECUTIVE SUMMARY

Although the case of Wirecard appears to be an accounting fraud of the more classical type, many
lessons can be drawn forthe design of Fintech regulation and supervision.To some extent, the inability
of the authorities to detect such a misconduct in a prominent and well-known company is the result of
regulatory loopholes, which may leave room for future transgressions.

There was no comprehensive and integrated oversight of Wirecard activities, both in terms of lines of
business and geography of its operations. There was neither an adequate vetting of its accounting
practices, nor an effective oversight and enforcement of accounting and auditing practices. Probably
this was possible also dueto a generally inadequate understanding of the business modeland of the
technology of Wirecard. Because of its status as a high-tech Fintech company, Wirecard was left to
operate under a veil of requlatory ignorance, with no effective challenge to the viability of its business
model. Also, the geographical span of its operations, frequently carried out through third parties and
under different regulatoryand supervisoryregimes, madethe oversightofits activities even looser. At
the sametime, Wirecard could also pass the hurdle of the scrutiny of large investorsand banks, which
provided massive funding to its operations.

The complexity of Fintech companies, their technologies and the broad span of their operations, both
in terms of bundled services and geographical scope, raise concerns for both investor and customer
protection, as well as for financial stability, as discussedat length in this briefing paper.

In generalterms, thereis a growingneed to balance the efficiency gains of technologicalinnovationin
the financial industry with possible additional risks for its stakeholders. Regulation and supervision
must be effective but, at the same time, they must not stifle innovation in the financial industry. This
briefing paper makes a number of proposals andidentifies few clear “imperatives” to address “the new
challenges and risks associated with the digital transformation” — one of the four key priorities of the
Digital Finance Strategy for the EU recently published by the European Commission (EU Commission,
2020a-c) and to address the concerns and resolution on digital finance put forward by the European
Parliament (2020):

1. Avoid regulatory arbitrage. Cover uncharted territories when businesses are running ahead of
regulators,and ensure a level playing field between Fintech companies and traditional businesses.
Make sure thatentities carrying the same activity follow the samesets of rules, however they carry them
out (e.g., providing credit through on-line credit platforms or traditional banks).

2. Understand clearly what Fintechs do and what their business models are. Regulators need to
understand the potential enhancing or disruptive impact of Fintech activities and how they interact
with other parts of financial and non-financial markets. Sandboxes — well identified, temporary and
light regulatory frameworks for new experimental products, lines of business or technologies — are
usefulin this respect, as far as they do not create unhealthy links between the regulators and the
regulated.

3. Combine the oversight of entities with the oversight of activities. On the one hand, unbundled finandal
activities should be supervised independently of the form of incorporation adopted by the company
and of the other activities that it performs in parallel.’ On the other hand, just focusing on regulating
and supervising activities generates a significant risk of compartmentalising the oversight of financial
markets. The Wirecard lesson is that a partial oversight of an entity may create substantial regulatory
loopholes. These loopholes may especially emerge for companies like Wirecard, with a complex and

! According to EBA 2017, more than 30% of online payment services are unregulated.
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intricate web of activities, unbundling part of their services to third parties in different countries (eg.
third party acquirers in Asia), carrying out their operations through independent entities within the
group in different lines of business, under different regulatoryand supervisory regimes (e.g. Wirecard
AG, the holding, considered as a technology non-financial company, and Wirecard Bank in Germany)
and carrying out services for financial clients based again in many differentcountries (e.g. small banks
or other Fintechs). Although supervisory failures in the Wirecard case were mostly in the domain of
accounting enforcement and thus of investor protection, loopholes may emerge in all regulatory
domains, pertainingto customer protection, investor protectionand financial stability. In this respect,
we do share the underlying rationale of the proposal of the European Commission (European
Commission, 2020a), which grants adequate oversight powers with respect to technological third-
party providers, alsowithin the same group. Thisapproachovercomes the problem of the identification
of financial conglomerates with the right of oversight just depending on the actual risks that
technology companiesor activities may cause on financialintermediation.

4. Master the technology used by Fintechs. At the core of Fintech expansion there are a set of relatively
recent technologies that allow for better information extraction from data, often classified under the
hat of Artificial Intelligence (Al), and the use of a massive amount of data - Bigdata - that can be
effectively exploited with Al. It should be clear that technologies are only tools to perform standard
financial activities that up to now were carried out with other means. Although one can never
understatethe impressive efficiency that Alalgorithms can bring to financial markets, any hype about
Al and its applications should be avoided. Most important, for a safe use of Al in financial markets,
supervisors and regulators must have the ability to monitor and assess the actual behavior and
functioning of these algorithms. They mustdevelop and acquire technological competences, to avoid
losing sight of the true business model of the entities supervised, as it seems to have happened in the
Wirecard case. Regtech and Suptech are interesting developments in this respect, but although they
will certainly complement the activity of regulation and supervision of financial markets, they cannot
completely substitute more traditional approaches.

5. Know the global picture and harmonise and coordinate internationally rules and oversight of Fintechs.
Fintech players, especially those unbundling and specialising in narrow segments, have shown a
naturaltendencyfor cross-border activities. This is expected, since with specialisation firmsneed totap
new markets ratherthan new businesses. This broad span of the geography of business activities calls
foracoordinated actionof regulatorsand supervisors, certainly in Europe, hopefully more broadly. The
case of Wirecard highlights how crucial this issueis. The global reach of the company was significant,
with the obvious problem that in the payment systems we lack unified supervision and different
national standards apply, for example, on the interoperability of enabling technologies. When a Fintech
player in this business outsources part of its activities to a third-party, national supervisors haveaccess
to information about these external operators only if they are located within national boundaries. As
soon as these activities take place cross-border, they become almost impossible to scrutinisein a
unified way. Solutions to the issue of lack of coordination and harmonised standards are necessary,
although not easy to find. The effort that is normally required is significant, but not impossible,
especially in situations of crisis, as the case of Banking Union has shown. We see this process of
harmonisation and coordination, in the case of Europe, as a necessaryingredient of the Capital Market
Union.

6. No need for a new regulatory agency, rather we need coordination among national competent
authorities. We do not believe that thereis a need for a new regulatorybody overseeingFintechs. The
regulatory loopholesemerging fromthe Wirecard case are to a large extent independent fromthe fact
that the business was Fintech. Certainly, IT and Al technologies increase the complexity and the
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intricacy of business activities and of new initiatives in unchartered areas. Also, they may induce
supervisory indulgence under a veil of ignorance. Nonetheless this can happen in newly created
Fintechs or also with the introduction of Fintech activities in traditional businesses. The objectives of
regulation remain the same, investors’ and consumers’ protection and financial stability, whether
operations arecarried out by Fintechs, traditional businesses or a blend of the two.Fintech playersand
the Wirecard case do not provide, in our view, a compelling justification for such a new European
Authority. In each of the key areas, investor protection, customer protection and financial stability,
European authorities, EBA and ESMA may be put in the position of indicating harmonised and
coordinated frameworkfor Fintech across Europe, which will then be exercised by national competent
authorities.
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1. INTRODUCTION WIRECARD AND FINTECH

The bankruptcy of Wirecard raised manyissues on the lack of an adequate regulatory framework and
of supervisory actions overseeing its activities. It also raised the broader issue (hence this study) of
whether thefailure by the authorities to detect a fraud of such an extent in such a prominent and well
known business is in particular related to Wirecard being a “Fintech”, usinginnovative technologies to
carry out its activities and to bundle (and at the same time unbundle, as we will see later) several
services. See Box 1 for a definition of Fintech and associated innovative technologies.

Box 1: Definitions: Fintech and technologies

Fintech is ‘technologically enabled financial innovation that could result in new business models,
applications, processes or products with an associated material effect on financial markets and
institutions and the provision of financial services’. (FSB 2019)

See also http://www fsb.org/what-we-do/policy-development/additional-policy-areas/monitoring-of-fintech/.
Innovative technologies in financial markets

Although it is difficult to systematically identify technological innovations that are relevant for
financial markets, thefollowingis a list of the mostimportant ones. Section 3.3.1 further develops
some of these with additional details.

Artificial Intelligence (Al) refers to a broad area, in computerscience, but not only, thatdevelops
and provides systemsable to perform tasks thattraditionally require humanintelligence.

Machine Learning (ML), a form of Al, is a collection of methods and algorithmsthatare designed
to solve specific problems (e.g. classification and prediction) and thatimprove with experience,
with limited or no human intervention.

Cloud computing is a system that allows on-demand use of computing capability such as,
processing and data storage, that is hosted online by cloud providers. It allows increasing the
scale and flexibility of computing capacity.

Application Programme Interfaces (APIs) are set of rules and interfaces for communicationand
interaction between different software programmes that allow for a more flexible solution to
specific applications involving several software intermediaries.

Source: Authors’ analysis.

In its official narrative, technology was at the core of Wirecard business model. “The Wirecardis a global
technology group that supports its customers and partners in accepting electronic payments from all sales
channels and also in the issuing of payment instruments. (...) The uniform platform approach and
seamlessly integrated value added services such as data analytics, customers loyalty programmes and
digital banking services support customers and partners of Wirecard to successfully master the challenge of
digitalisation” (Wirecard, Annual report 2018). In 2018, three quarters of its total revenues (€ 2,016.2
million) were generated by its payment andrisk management and another quarter by its acquiringand
issuing business. In essence, Wirecard processed payments and provided infrastructure and services
for payments.
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More specifically, Wirecard acted as an acquirer of payment transactions (most of them online),
operating as an intermediary between merchants and their banks, on the one hand, and customers,
their cardissuers and their banks, on the other (See Figure 1for a simple representation of card based
payment transactions). Accordingto theEuropean Securities and Markets Authority (ESMA) (2019) (see
also Zeranskiand Sancak, 2020) Wirecard “connected to more than 200 international payment networks
(banks, payment solutions, card networks), which resulted in 34,000 customers from various industries, and
offered its services in over 100 transaction currencies”. In many countries, it operated directly with
licensed subsidiaries, e.g. Wirecard Bank AG in Germany. In other countries, it operated through
supposedly independent licensed third-party acquirers (mostly in Asia).

Its operations were supported by online platformsand a technological framework, which, according to
Wirecard’s claims, were instrumental in implementing an effective risk management of a complex
network of payment transactions. But, overall, the type of activities carried out were pretty standard
routine paymentservices. In this respect, given publicly available informationso far, Wirecard appears
to be a case of standard accounting fraud (which makes its being undetected for so long even more
surprising), with little to do with the alleged technological complexity of its operations. In otherwords,
Wirecard’s bankruptcy did not happen because of undetected problems or mismanagement of the
technology. Rather, the Fintech status created a screen of presumed complexity, a possible diversion
for the supervisors, and, as we will see below, a fragmented supervisoryframework, in a company that
already initselfhad a pretty intricate web of activities and operations worldwide (see Figure 1 below).

In what sense does it appear to be a standard accounting fraud? According to the publicinformation
available as of now, a large share of Wirecard revenues and profits, especially in Asia, were apparently
forged through a network of companies, indirectly controlled by Wirecards’ management and acting
as third party acquirers, falsifying documents and money flows (see Mc Crum, 2020, for a
comprehensive report of the Financial Times findings on Wirecard between 2015 and 2020).
Additionally, according to reports of the Financial Times, only a minority of its operations were
generating revenue and were profitable (Storbeck and Mc Crum, 2020; KPMG, 2020). Finally, € 1.9
billion of alleged reserves supposedly held in escrow accounts in Asia, were in the end not found by
theauditors, Ernstand Young GMBH (EY) and in an investigation by KPMG.
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Figure 1: Credit card payments

Credit card scheme
(e.g., Mastercard, Visa)

Acquiring bank _ Issuing bank

(e.g., Wirecard Bank AG) (credit card issuer)

At times agreed within
each scheme, the
issuer transfers the

funds to the acquirer

After the authorization
of the purchase, verified
within the credit card
scheme, the acquirer
transfers the funds to

Regularly, the issuer
debits the bank account
of the customer

the merchant’s bank

Merchant’s bank Customer’s bank

Merchant Customer

Source: Authors’ description.

In this respect, what s surprisingis the inability of all the layers of controls to detect such majorfrauds,
especially as red flags of possible mismanagement of the accounts had been raised as of 2015 by the
Financial Times (Mc Crum, 2015). Even more surprising is the fact that such red flags were instead
considered as “fake news” channeled through the Financial Times by short sellers to manipulate
markets:aslate asFebruary 2019, BaFin, the Germanauthority for securities regulation and supervision,
prohibited short selling positions in shares of Wirecard AG and the following April initiated a criminal
complaint against the reporters of the newspaper?.

The first level of internal controls in German listed companies is the supervisory board, followed by
external auditors, like EY. According to public information, Wirecard AG, the parent company,
submitted audited financial statements and management reportsfrom financial year 2009 until 2018.
EY also decided not to pursueaninternal enquiryon an Indian branch of Wirecard, where evidence of
accounts forgery had emerged through a whistleblower. Only a KPMG investigation in 2020 (KPMG,
2020), commissioned by the Supervisory Board of Wirecard itself, was finally unable to substantiate all
of Wirecard AG's revenuesin 2016-2018, and led the auditors not to sign the 2019 accounts and to
acknowledge the non-existence of € 1.9 billion of presumed reservesin Asian trust accounts. The
German Auditor Oversight Body (Abschlusspriiferaufsichtstelle), a relatively small agency under the
Economic Minister, alsodid not detect anomalies in the EY management of Wirecard's auditing process.

2 ESMA signed off the short sell-decision of Bafin in a short declaration on its website, alluding to “threats to market confidence” and “threats
to the German financial market” without offering further explanations; see https://www.esma.europa.eu/press-news/esma-news/esmaissues-
positive-opinion-short-selling-ban-bafin. (From Krahnen and Langenbucher 2020).
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The accounting enforcement bodies were also unable to detect fraud. In Germany, accounting
enforcement for listed companies is normally carried out in two stages. As reported by Veron (2020),
the first stage is undertaken by the Financial Reporting Enforcement Panel (FREP, known colloquially
as the Bilanzpolizei - the Balance sheet police), and the second stage by the BaFin (Bundesanstatt fiir
Finanzdienstleistungsaufsicht), which steps in only when it is perceived that the FREP has not been
successful in solving the problem.> Whereas the BaFin is a large public agency with a wide mandate
over securities regulation and supervision, the FREP is a private entity, on a contractual relationship
with Bafin operating with a smallbudget of €5.5 million in 2019 (Veron, 2020).

This fragmented structure of accounting enforcement, and consequently the inability in this case to
provide adequate investor protection,*is also partly related to the corporate structure of Wirecard.
Wirecard AG, the parent company, was not classified as a financial holding company subject to direct
Bafin supervision, but was regulated only as a technology company. Only Wirecard Bank AG was
directly supervised by Bafin (Salway, 2020; Krahnen and Langenbucher, 2020; Zeranski and Sancak,
2020).° This implies that Bafin had no direct access to the activities of the group as a whole, but only to
the activities of the bank, which provided only a partial picture of the company’s operations. Finally,
the Asian operations through third party acquirersand possibly difficult coordination between national
supervisorsadded complexityand confusion to the Group’sactivity.

If Wirecard AG had been classified as a financial company, its accounting andits overall activities would
have been probably supervised more tightly and directly by Bafin. Yet the issue of inadequate
accounting oversight is of relevance for any listed company, not just those operating in financial
services, in other words, no matter whatthe activities of Wirecardhad been.

Even though this supervisory framework was probably not adequate to provide investor protection,
and even though the global web of Wirecard’s activities was quite intricate, it is still not easy to
understandhowa major fraud was not detected by several layers of controls.

As argued before, thereasoncannotbe technological complexity.Wirecard's appears to have been an
otherwise pretty standard business model, simple enough to be benchmarked and adequately
scrutinised to gauge the unsustainability of its operations. The presumed identity of “Fintech” and
technological leader gave the company, instead, a status of “too complex to be challenged” and
provided a veil of ignorance that possibly induced supervisors’ complacency and diverted their
attention. In otherwords, supervisors and markets appear tohave accepted a superficial assessment of
the activities performed.

As we will further discuss in the next sections, large amountof dataand the use of Al can favoura better
understanding of the customer base, a better screening of the quality of the business partners,and a
more effective market risk management. But was all this enough to justify the quite extraordinary
returns and the rate of growth of the company? Apparently,and according tothe Financial Times, even

3 According to Zeranskiand Sancak (2020), “The FREP acts on a random basis and in the event of concrete indications of a violation of accounting
regulations and on the request of the BaFin (Bundesministerium der Finanzen, 2020). The BaFin may only act at the second level if the company does
not voluntarily participate in auditing or does not agree with the result of an audit (Bundesministerium der Finanzen, 2020). It may also take action
if there are serious doubts about the correctness of the examination results of the FREP or about the proper conduct of the examination by the FREP
(Bundesministerium der Finanzen, 2020)". According to the Activity report of FREP on the year 2018, BaFin initiated three examinations because
the companies had notaccepted the FREP's findings and two examinations because companies refused to cooperate with the FREP.

* le., ensuring an environment in which investors could make informed decisions.

> According to Zeranskiand Sancak (2020): “In February 2017, pursuant to EU laws, the BaFin and the Deutsche Bundesbank7 from the supervisory
authority perspective examined Wirecard AG, as the parent company, and came up with the result that Wirecard AG was not to be classified as a
financial holding company; therefore, the supervisory authority has no access to the entire Group. The ECB later agreed with this assessment
(Bundesministerium der Finanzen, 2020).”
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its IT infrastructure was notflawless, rather, it inherited weakness from companies acquired in the past
(Storbeck and Mc Crum, 2020).

According to the Wirecard 2018 annualreport, thelast oneissued, its payment and risk management
business had a level of Earnings Before Interests Taxes Depreciation and Amortization (EBITDA) of
32.5%, and the acquiring and issuing business of 13.1%, resulting in a total EBITDA of almost 28%.
Indeed, the business model of the company should have been thoroughly scrutinised to justify such
high margins. Moreover, as partofits business was carried out by licensed third party acquirersin Asia,
part of the margins of these activities had to be granted to these independent companies, at the
expense of Wirecard margins.

Wirecard also claimed to use its technology to effectively bundle other financial services: “by tapping
on Al, credit solutions can be tailor-made to suit customer needs through flexible and rapid digital loan-
approval processes. Last year, Wirecard introduced an Al-based credit assessment and decision system that
is directly integrated into Wirecard's digital payment infrastructure. Powered by Al, real-time evaluation
using data from long-term business relationships in the area of payment processing allows Wirecard’s B2B
customers to benefit from uncomplicated loan-approval decision-making processes and shorter waiting
times for loan disbursements” (Annual Report, 2018). Yet lending was a minoractivity for Wirecard, from
what we can understand today. Moreover, credit is a strictly supervised activity (and in fact Wirecard
Bank was directly supervised by Bafin) where interest margins and defaulting loans are easily
monitored. Also on thisground, the company’s marginsare hardlyjustifiable.

Hence, one of the consistent explanation of the supervisory failure here is probably related to an
insufficient technological mastery by the supervisor,and the inability to assess thattechnology alone
could not have improved the traditional business model to the extent claimed by the company. The
lack of technological mastery and, possibly, the indulgence reserved to a fast growing national tech
champion, may haveinduced supervisors, investors, and auditors into a complacency that prevented
them from seeing what in fact there was (or actually there was not) behind Wirecard'’s exceptional
figures.

Zertansky and Sancak (2020) and Pell (2020) assert thatan explanation of the complacency could be
behavioral biases (of the belief perseverance type, where one tendsto remainon his/her original view
even if evidence should ask for a revision) ofthose in charge of controlling Wirecard, and of investors
as well. These interpretations of the case are just suggestive. Yet, there remains the fact that supervisors
are experts and should be free from any bias.

Theissue of national preference andthe fact that one difficulty of supervising Wirecard is related tothe
weak coordination among supervisors in other countries, especially in Asia and in countries still
protected by banking secrecy, like Singapore, brings into the picture the questionof the international
dimension of supervision. As for Europe, as we will discuss extensively below, this case calls for a
strengthening of the coordinationand even of aunification of the European regulation and supervision
in the domain of investor protection and financial markets stability, along the lines of the Banking
Union. And also the growth of the global dimension of Fintechs’ activities requires an extensive
coordination among authorities, beyondthe European space.

It is also interesting that most of the debate on Wirecard does notbring intothe picture the regulatory
framework and oversight of payment systems. The company, asof its 2018 report, is subject to statutory
andregulatory requirements for payment systems and payment products. Why were no irregularities
detected also from this angle? Forexample, Salway (2020) states, “As a provider of payment services that
could be fulfilled by another provider, and which did not hold client money or engage in lending, Wirecard
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was not considered particularly risky from a regulatory perspective. lIts risk was hidden in its
interconnectedness across the market”.

The company was facingcreditriskarising fromreceivables directly acquired by merchants oracquiring
partners. This would arise from chargebacks, because of merchant insolvency or misbehavior, or time
laps between the transaction and the product or service rendered (e.g. airline tickets) and possible
chargebacks at a later stage. The company claimed to carry out comprehensive assessments of data to
evaluate merchants and other business partners. But who was protecting the merchants, the business
partners and the clients from Wirecard’s behavior?

As we will discuss below, avoiding loopholes in the supervision of payment systems, especially online,
and especially when many different third parties in all layers of the value chain are involved, is very
important and requires combining the double perspective of entities and activities.

In the next section, we discuss the Wirecard case and the complexity of Fintech’s activities from the
point of view of theirimpact oninvestors and customer protection and on financial stability.

Taking stock of the observations about the Wirecard case, in section 3 we offer a broader view of the
issues and possible solutionsfor the regulation and supervision of Fintech activitiesand operators.

2. THE COMPLEXITY OF FINTECH FIRMS AND THE OBJECTIVES
OF FINANCIAL REGULATION AND SUPERVISION

2.1. Complexityin financial intermediation and Fintech

Until the end of the last century, financial intermediation used to be a rather simple activity: a bank
collected short term deposits and used the proceedings to grant longer term loans (Rajan, 1998).
Around the beginning of the 90’s a consolidation processtook place in the banking industry, which led
tothe creation of larger and more complexfinancial intermediaries, oftenspanning different countries
and activities (DeYoung et al., 2009; Pozzolo, 2009). In the following years, the diffusion of the “originate
to distribute” model of financial intermediation was afirst crucial step in the process of renovation of
theindustry. Unbundling their traditional activities, several banks sold their loansto outsideinvestors,
thus moving them outsidethe formal perimeter of their balance sheets (Farruggioetal., 2015; Panetta
and Pozzolo, 2018). The next step was the spreading of the information and communication
technologies in the financial industry, which allowed to further unbundle and recombine activities
which used to be performed internally by a single bank (BarbaNavarettietal., 2017).

The Fintech revolution is still underway and it is allowing new players to enter financial markets and
offer products which represent a single stepin the value chain of traditional in financial intermediation
(Boot, 2017; Dermine, 2017). See Box 2 for a list of prominent types of Fintech players.

The possibility to recombine the different activities which comprise financial intermediation has also
led to the emergence of large players, bank holding companies which incorporate many subsidiaries
spanning different aspects of financial intermediation. The boundaries of some corporations, such as
Wirecard, have thusexpanded tointegrate the provision of financial services with highly technological
activities, which have little to do with what in the past was considered as financial intermediation.
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Box 2: Exemplary of most common types of Fintech by activity

Digital banks are deposit-takinginstitutions with insured deposits as traditional banks that operate
with electronic interactions rather than physical branches. Examples include WeBank (China),
Monzo (UK) and N26 (Germany).

Credit platforms are electronic platforms that offer an environment for the matching of lending
and borrowing needs. A major distinction is between “sheet lending” and “crowdfunding”. In the
former, the platform directly provides credit and as such becomes part of the loan contrac,
assumingthe creditrisk as long as the loans are kept in its balance sheet. With crowdfunding, the
platform only facilitates the match between lenders and borrowers, but has no direct role in the
contractual obligations,andthusassumes no creditrisk. Fintech platforms mayintermediate equity
as well, typically with crowdfunding.

Robo-advising is asset-management advising performed by automated digital tools, with very
limited human intervention. The services go from simple advices performed by means of
“Recommender Systems” (i.e. one typical class of Al algorithms) to automated implementation of
portfolio management. The small cost of serving additional portfolio advice and management (ie.
small marginal cost of operating) allows to offer financial advices also to small/medium portfolios
that would be normally considered not profitable by traditional advice service providers.

Digital payments contemplate a vast set of activities related to the act of payment — such as
transferring money and clearing or settling balances - which rely on digital technologies. These
activities can go from simply initiating and checking order of payments via accounts held by payers
and payees in other financial institutions, to more direct involvement in handling and transferring
bank-money andelectronic-money acrossaccounts. As such different types of risks may materialise
in the digital payment services.

Source: Adapted from FSB 2019.

As we will argue in more detail in section 3, compared to that of a traditional bank, the organisation
and the business model of these new players is far more complex, making it difficult to understand
where their comparative advantage with respect to the competitors lies, where their value added is
generated, and what are the inherent risks in their activities. The last aspect is crucial to understand
how and to what extent these corporationsneed to beregulated andsupervised.

2.2. Supervising complex financial intermediaries

Regulation and supervision of financial markets and intermediaries became popular in the aftermath
of the Great depression and is nowadays widespread all over the world (Calomiris and Gorton, 1991;
Barth etal., 2008). While its general purpose can be seen as the protection ofinvestorsand clients from
possible embezzlements of banks and corporations, it is important to disentangle the different
objectives of regulation and supervision, so as to better understand how different authorities can
cooperate in regulating and supervising complex financial intermediaries. To this purpose, a crucial
distinction is between investor protection and customer protection.

We will deal with the more self-evident customer protection, in section 2.2.2 below. The rationale for
investor protection can instead be found in the presence of asymmetries of information between
investors, who provide the funds, and managersand entrepreneurs, who use themin accordance with
the stated objective and mandate of a company. Guaranteeing that the users of funds provided by
third parties offer clear, reliable and prompt information on their choices is crucial for the functioning
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of the financial system. The more investors fear that their funds will not be used in such a way to
guarantee the promised returns, the less they will be willing to invest, which ultimately hinders
economicgrowth (Castro etal., 2004). With financial intermediaries, investor protection is partly related
to customer protection, because investors can be seen as consumers who buy a financial product.
However, three crucial distinctions must be made in this respect. First, making available reliable
publicity of all information on the issuer of a financial asset - e.g., stocks and bonds — is commonly
defined as investor protection, andit is what we will discuss in the next sub-section. Investor protection
allows investors to make informed ex-ante decisions, but offers no guarantees on the actual ex-post
returns. Second, guaranteeing that fair and transparent conditions are applied in the sale of finandal
assets toretailinvestors pertainsto the service offered by financialintermediaries and can therefore be
seen as the object of customer protection. Third, although bank deposits and some other means of
payment available nowadays can be seen as financial assets, as it is the case also for cash, in practice
they are held for the servicesthatthey provide, more than for the return that they offer. In otherwords,
the investment component is less relevant than the service component. As such, the protection for
bank depositors and users of other means of payments must be the one granted to customers, not to
investors.

As it will explained below, in Wirecard’s case, investor protection failed its role, while customers were
left almost unscathed by the events. However, this is not really reassuring: the analysis of Wirecard’s
business modeland of how it was regulated and supervised clearly uncovers a number of dangerous
loopholes, which might have led to serious problems alsofor its customers.

2.2.1. The objectives of financial supervision:investor protection

Clearly, protection needs to be granted with respect to all possible investments, not only those in
financial corporations. In thisrespect, limiting the possibility of fraudulent actionsis as importantin the
case of energy or food corporations, like Enron or Parmalat, as it is for banks, like Lehman Brothers.

Regulation and supervision aimed at protecting investors is much less harmonised across the world
than banking supervision, lacking, for example, a solid supra-national authority like the Basel
Committee for Banking Supervision. In practice, there is no agreement on sound common standards,
andtheauthorities responsible of investor protection in each country have very differentpowers and
responsibilities. Indeed, authorities like the Security Exchange Commission in the United States have
strong powers and a solid reputation, but this is not the case in other advanced countries.Even in
Europe, investor protection is one of the least harmonised supervisory activities, being left to the
responsibilities of national authorities, althoughunder the coordination of ESMA.°

Strong investor protection can be a source of comparative advantagesfor a country’s financial market,
but it can also hinder attractiveness in the eyes of foreign actors. Strong supervision may be very
attractive from the point of view of investors, but it may cause corporations to be less willing to list in
a stock exchange.Indeed, many observershave suggested that the Sarbanes Oaxley Act in the United
States, approved afterthe occurrence of somemajor scandals such as that involving Enron, was one of
thereasons whylisting in New York stockexchanges lostattractivenessas opposed tolisting in London
(Piotroski and Srinivasan, 2008). On the contrary, a weak regulation and a lax supervision may be
attractive from thepoint of view of firms, but less so forinvestors. This trade-off is particularly sensitive
in the case of large financial centers, which compete to attract not only corporations but also
internationalinvestors.Instead, it may be less relevant in the case of smaller countries, which could be

5 See in particular the description of the activities of ESMA on Corporate disclosure (https://www.esma.europa.eu/requlation/corporate-
disclosure).
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willing to guarantee laxer regulation and supervision to its own corporations, therefore giving thema
comparative advantage when they face foreign competitors. This could be even more true when these
domestic corporations offer their services mostly to foreign customers (as was the case for Wirecard's
activities in Asia), whose welfare is less of a concern for domestic authorities. Countries which do not
host large internationalfinancial centers may therefore find it more appealing to use weaker investor
protection to provide a regulatoryadvantage to its corporations, both athome and abroad. In turn, if
the competent authorities in foreign countries decide to also adopt weaker regulations and laxer
supervision to favor the domestic corporations which face a stronger competition from abroad, this
can causeadangerous “race to the bottom” in regulatory and supervisory standards.

As we discuss more thoroughly in section 3, the diversity ofinternational protection standards across
theworldis asource of regulatoryarbitrage, and it has shown in the pastto be a major cause of frauds:
in most cases, from Enron to Parmalat to Wirecard, the embezzlements were made possible precisely
by opaque or hidden international transactions. The lack of harmonisation and coordination at the
international level is even more worrying because the supervision of corporate balance sheets is a
responsibility left almost entirely to private auditing firms, with the notable exception of firms in the
financial sector, which are subject also to the careful scrutiny of public authorities. As it is well known,
auditing services are paid by the same corporations that require them, causing obvious problems of
conflicts of interests, as in the largely debated case of ratingagencies. While we do not deemit possible
and effective to create a public authority responsible for auditing of all corporations, there is a strong
caseforincreasing regulationand supervision of auditors, as Wirecard’scase has made it clear, and we
will argue more thoroughly below.

Wirecard’s case shows four major weaknesses in investor protection. First, EY, the firm responsible of
theauditing of Wirecard, seemingly failed to detect large accounting malpractices. Second, the German
Auditor OversightBody (Abschlusspriiferaufsichtstelle) inadequately supervised, according to publidy
available information, EY’s auditing practices at Wirecard. Third, Germany’s Federal Financial
Supervisory Authority (BaFin), which is alsoresponsible for investor protection, and FREP, the first stage
auditing supervisor in the case of Wirecard, had too weak powersto conducta thoroughinvestigation
on Wirecard'’s activities. Fourth, it is not possible to exclude thatin the trade-off between strong and
lax supervision mentioned above, relevant actors were inclined towards the latter, possibly with the
aim of favoring what appeared to be a successful Fintech “national champion”.

Although it is unreasonable to suggest that a public authority should be able to know the business
model of all corporations, let alone being responsible for the auditing and supervision of the balance-
sheets, as we said above, Wirecard’s case clearly illustrates several directions for improvements, along
thelines that we will further explore in section 3.

In Europe, the oversight of auditors’ activities is the responsibility of national authorities by Directive
2014/56. Chapter VIl of the Directive calls explicitly for investigations and sanctions to “detect, correct
and prevent inadequate execution of the statutory audit” (article 30). This is indeed a step in the right
direction, although it is not clear that this is already a common practice among national oversight
authorities in the EU (neither the Wirecard case has been reassuring evidence in this sense).

Coordination among national authorities at the European level is endured by the Committee of
European Auditing Oversight Bodies (CEAOB), a new authority formed by representatives of the
national oversight bodies and of ESMA, which held its first meeting in 2016. While it is premature to
judgetheactivities of this authority, given the high level of concentration in the market forauditors of
large corporations, a bold approach is needed to achieve strong coordination at the European level.
Indeed, the creation of a brand-new supervisory agency, responsible of all aspects related to market
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conduct (e.g., marketabuse, insider trading), including auditors’ oversight, might be a viable solution.”
Finally, as further explored in Section 3, strongercooperation amongsupervisory authoritiesacross the
world should make it easy and swift to verify the very existence of the credits that corporations claim
to hold abroad.

2.2.2. The objectives of financial supervision: customer protection

The rationale for bank supervision is that the value of customers’ deposits needs to be guaranteed,
because they are defacto an almost perfect substitute for cash.

The experience of many banking crises, especially in the form of bank runs, and a vast scholarly
literature starting fromthe seminal contribution of Diamond and Dybvig (1983), has made clear why a
financial system in which the value of bank deposits is guaranteed achieves a higher level of welfare.
For this reason, deposit insurance schemes are widespread all over the world (Demirgii¢-Kunt et al,
2014), and strong regulationslimit the ways in which banks can invest their clients’ funds.

A client who deposits his funds ata bank incurs both a liquidity risk and a credit risk. The liquidity risk
is due to the possibility that, even if the bank is solvent, it is unable to make the funds available to the
depositor, thus making it impossible to use them, for example to make a payment. Liquidity risk is
limited to the possibility that a depositor cannot access his funds promptly, not that he loses them all
together.

This second case is that of credit risk, that is the possibility that a bank is insolvent, and that the
depositor definitively losesaccess to his funds. In the case of retail deposits of limited amount, deposit
insurance schemes protect depositors from this risk. Atthe same time, bankregulationand supervision
reduce the possibility that a bank becomesinsolvent.

Although liquidity and credit risk are conceptually different, they are intrinsically connected, because
they are typically caused by the same financial intermediary, banks.

The unbundling of financialintermediation services has added a degree of complexity to this picture.
Consider, for example, the case of a financial intermediary specialised in offering payment services.
Traditionally, this activity was performed by banks, which, in the case of transactions regulated using
bank money, transferred the funds from theaccount of the debtor to that of the creditor. This is what
typically happens when we make a bank transfer to pay a rent. Liquidity risk and credit risk of banks
were therefore guaranteed by the protectionsdescribed above.

Financial intermediaries specialised in offering payment services, such as PayPal or Wirecard’s Boon,
are instead subject to lighter regulations than banks, because they are not allowed to freely use the
funds that their customers deposit in their accounts, butmustinvestthem in reserves held in the form
of highly liquid financial assets, such as interbank deposits or short term risk-free bonds. Credit and
liquidity risk are thus virtually absent, because the customers’ funds are always securely held and
readily available. Regulation and supervision must therefore guarantee only that these financial
intermediaries respect the provision that the customers’ funds are set aside as reserves. Indeed, this is
amuch easier task than controlling thecomposition of loans and portfolio investments of a traditional
bank.

In the case of card payment schemes (see Figure 1 for a stylised representation), retail customers are
subjected to even less credit and liquidity risk. In this case, the acquirer collects the funds from the bank
of the buyer and transfers them to the bank of the merchant which sold the good or the service. The

7 See Krahnen and Langenbucher (2020) for a more detailed proposal, also discussing how to create such an authority under European Law.
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buyer is never in the position of having a credit with respect to a financial intermediary, and therefore
faces no credit risk. If the buyer does not make the required payment, it is the issuer of the card that is
liable to theacquirer,and therefore facesa credit risk with respect to his client. For this very reason, the
issuer bank is typically very cautious in setting the limits of usage of the card. The acquirer obviously
faces a credit and liquidity risk, if the customer does not make the required payment and the issuer in
turnis unable to transferthe funds, but this would not be a problem for customers (unlessit became a
source of financial stability risk, an issue to which we will come in the next sub-section).

Therisk faced by consumers is thus justthatthey may be unable to use their credit cardsanymore, that
is a liquidity risk. So far, suspension of credit cards has beena rare event, mostly because most countries
regulate and supervise the activities of financial intermediaries which take part in card schemes. In
addition, card networks such as Visa and Matercard fix themselves relatively tight standards that all
members of the scheme need to satisfy.In fact, Wirecard’s default has caused virtually no problems to
its payment subsidiaries, whose major activities were managed by financial intermediaries regulated
and supervised in Germany and in the United Kingdom. Even the decision to suspend all payments
made by Wirecard Card UK, taken by the Financial Conduct Authority (FCA) on July 26th, only lasted
few days. Similarly, the decision taken by the Monetary Authority of Singapore (MAS) on September
30th to require that Wirecard's subsidiary in the island (Wirecard SG) ceases its payment services and
returns all customers’ funds by 14 October2020 was preventive, and no customer in Singapore appears
to have suffered from the default of Wirecard’s holding company.Indeed, to further control the credit
and liquidity risk of Wirecard SG, MAS had already helped customers to move to other providers also
avoiding transfers of funds between countries.

Overall, the evidence so far available suggests that the regulation and supervision of payment services
offered by the subsidiaries of Wirecard AG was in place. A different issue relates to the supervision of
Wirecard group, the holding company. The issue of defining a financial holding company, which is
ultimately subject to consolidated supervision as a financial institution, is the object of Directive
2002/87.1t depends on the weight and relevance of the financial activities carried on by the subsidiaries
which form the group.In the case of Wirecard, according to the “Recording for the finance committee
ofthe German Bundestag” produced by the German Ministry of Finance onJuly 16th 2020, “After a joint
examination by the Deutsche Bundesbank and BaFin in 2017 and in accordance with a later confirmation
by the ECB Wirecard AG due to the focus of its activity and that of its subsidiaries are therefore not a financial
holding company”. With the benefit of hindsight, one might judge this decision as inappropriate. But,
considering the limited impact of Wirecard’s default on consumers, it seems excessive to adopt a
pervasive definition of a financial conglomerate so asto apply stronger regulation and supervision also
to non-financial holding companies having payment institutions among its subsidiaries. As we will
discuss more thoroughly below, a better approach would be to grant adequate oversight powers on
any technological third party providerofferingrelevantservices to a regulated financial intermediary.

Credit card schemes have an additional large set of customers: the merchants.In a typical card scheme,
the acquirer transfers to the merchant the funds of a purchase before it receives them from the bank
of the customer. Since the acquirer may failto do so, the merchant suffersfrom a potential credit risk.
However, this risk is limited, for three main reasons. First, if the customer does not pay for a purchase,
the payment mustbe made by theissuer, which in most schemesis liable with respect to the acquirer.
Second, in most countries, acquirers are regulated intermediaries (in Europe according to Directive
2015/2366, known as PSD2). Third, even if an acquirer were to default, the merchant would only have
to take partin the bankruptcy procedure for the amountrepresented by the flow of paymentsfromthe
moment of the purchase to the moment of default, which is unlikely to be substantial. Nonetheless,
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acquirers play a pivotal role in the system, and for this reason they are subject to specific regulation
and supervision, which in Europe is defined by PSD2.

The complexity of Wirecard'’s business model points instead to a liquidity risk which is not caused by
the unavailability of funds, but by the discontinuation of technological activities. The unbundling of
specific services that were part of the traditionalintegrated model of financial intermediationis often
associated with their re-bundling into new set of activities, depending on the position on the value
chain in which the company has a comparative advantage. Many technological companies have no
comparative advantage in the provision of financial services with respect to incumbent financial
intermediaries, but they may have huge comparative advantages in the provision of technological
services, such as data collection and management.

Understanding the business model and the related risks is crucial. Merchant account providers, for
example (e.g., Payfirma), help merchantsto set up their own dedicated account with acquirers, so that
they can accept payments with debit or credit cards. Crucially, they are non-financial corporations
offering only technological services. In principles, their default would only cause liquidity problems to
customers and merchants. For this reason, they are not directly subject to the provisions of PSD2, as
specified in Article 3/(j).

Payment aggregators, on the contrary, registerand collect the transactions of large sets of merchants
and make them available for processing to the acquirers, allowing the merchantsto accept credit and
debit card payments and transfers withouthaving a direct relationship with a bank. As such, payment
aggregators collect and hold funds that are meant to be transferred to the merchants, and therefore
must be regulated as financial intermediaries. For this reason they are payment services providers
subject to the regulations of PSD2. Interestingly, Wirecard was offering both services through its
subsidiaries, some of which were in fact regulated, such as Wirecard Card UK and Wirecard Bank AG.
However, as we will better explain below, a neat distinction between fintech and non-fintech activities
based on a simple taxonomy, without havinga holistic perspective on the entire business model would
provide a misleading picture of the actualrisks faced by customers.

2.2.3. The objectives of financial supervision:financial stability

The Great financial crisis of 2007-2008 has made it extremely clear how importantit is to guarantee the
stability of the entire financial system. In this respect, Wirecard’s case has uncovered two issues that
were possibly overlooked.

First, the default of a large issuer may cause financial stability problems. Even if they are financial
intermediaries, and therefore should be in a better positionthan customers and merchants toevaluate
the risk of holding a credit position with respect to issuers, some regulations might be envisaged to
limit the possibility that the failure of a large issuer triggers a cascade of defaults of the acquirers,
ultimately hindering the stability of the entire financial system. For this reason, issuers are considered
as payment services providers and as suchthey are regulatedand supervised.

Second, the discontinuation of technological services provided by non-regulated entities to many
acquirers might be a substantial cause of systemicrisk. This would have been the case if Wirecard had
suddenly stopped providingits technological services tothe manythird-party acquirers towhich it was
linked in Asia. Merchant account providers may offer their services to many differentacquirers, and
therefore assumea pivotal role in the payment process. If they were to default or to be unable to
continue offering their services, this could potentially hinder the operations of acquirers and
merchants. Moreover, customers who assume that they can pay a merchant with their card would be
unable to do so. While this is typically classified as operational risk, its effect is that of reducing the
ability of customers and merchantsto use some payment instruments, de facto causing a liquidity risk.
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For customers, this is a simple service interruption, but nonetheless can be a possible cause of
significant problems, for example in the case they need to purchase a medicine or a transportation
ticket. For merchants, this may cause a loss of business opportunities, possibly materialising into
insolvency (itis probablyfor thisreasonthatgasstations, which make a large use of card payments and
cannot recall the good once it has been provided to a customer, typically use multiple merchants for
their card payments). In this regard, it is instructive that, in Singapore, the communication by Wirecard
SG of theinability to processing paymentshas been considered a crucialargumentby the authorities
torequirethe company to cease allits paymentsservices. At thesame time, the Monetary Authority of
Singapore offered advice to merchants on how to switch to alternative service providers. Finally, the
liquidity problems of the acquirers may spreadto otherfinancial intermediaries through the interbank
market, hinderingfinancial stability.

To limit a possible source of substantial systemicrisk, it is therefore crucial to gain a fullunderstanding
of the role of the providers of technological services to financial intermediaries. As argued by the
European Commission (2020b) in its accompanying documentto the “Proposalfor a Regulation of the
European Parliament and of the Council on digital operational resilience for the financial sector”
(European Commission, 2020a), financial intermediaries must disclose to the competent authorities
their dependence on external providers of financial services and have contingency plans in case of
disruption of services. In the proposed oversight framework, one of the three European Supervisory
Authorities will act as Lead Overseer and will have the power to require information and also to conduct
investigationsand inspections at critical ICT third-party service providers.

A key characteristics of the Proposal of the European Commission (European Commission, 2020a) is
that it grants strong oversight powers with respect to any technological third party provider offering
services to a financial corporation, independent on whether the provider is part of the same business
group as the financial corporation, it is directly controlled by the financial corporation, or it is
independent. In this way, it, in our view, effectively overcomes the problem of the definition of finandial
conglomeratesas opposed to non-financial conglomerates, making theright of oversight dependent
ontheactualrisks that the technology companymay cause on financial intermediation.

3. REGULATION AND SUPERVISION OF FINTECH

Fintech players enter financial markets for two reasons (Barba Navaretti et al., 2017) either to exploit
process and/or product innovation, or to exploit regulatory arbitrage. The latter motive should not be
underestimated. In fact, financial markets are probably amongthe mostregulated markets nowadays,
with many opportunities of regulatory arbitrage.®

Discrepancies may emerge, for example, in the treatment ofincumbent traditional institutions, such as
banks, that are already active in financial markets and of new entrants, especially when these two
groups differ in the type and span of services they supply.When thesediscrepancies in regulation and
supervision do not reflect different risks of different institutions, they open-up regulatory arbitrage
opportunities.

8 EBA 2017 report on Fintech in EU shows that 31% of Fintech operators are not subject to any regulatory regime, although this does not
necessarily imply that these companies are eluding regulatory oversight.
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In this section we illustrate the difficulties that Fintech players bring about to financial regulation and
supervision and we then present three elementsthat policy makers must have in mind, “imperatives”,
for effectively dealing with the Fintech revolution.

3.1. Regulation and Supervision: from entities to activities

3.1.1. From “comfort zone” to uncharted territories

Banks and traditional financial institutions are nowadays the “comfort zone” of regulators and
supervisors. As discussed in the previous section, when dealing with these institutions, supervisors
have a lengthy experience on how to provide protection to investors and customers and guarantee
stability. This does not mean that there will not be regulatory or supervisory failures of traditional
financial institutionsin the future. But, because of cumulated experience and knowledge about these
entities, supervisors are able to implement sufficiently effective tools and guarantee well-functioning
andrelatively safe financial markets.

The advent of Fintech has opened-up new opportunities, that is, financial innovations both as new
services/productsand as new production processes (see Boxes 1and 2). These are mostly unchartered
territories, notonly for entrepreneurs, butalso for experienced supervisorsand regulators.

It may be useful to identify atleast four types of operatorsengaging in thefinancialinnovation process,
based on their specificattitude towardsfinancialinnovation. We term them “Enhancers”, “Unbundlers”,
“Pursuers”, and “Bigtech”. As a matter of fact, some operatorscombine more than one or even all the
features of these different types. For reasons that we will specify further, this categorisation of Fintech
players relies on the distinctive economic motivation of these firms, i.e. their “business model”, and
differs from the traditional onein Box 2 that instead refersto the line of activity.

Enhancers are operators that perform some key technology-based activities in financial markets, but
they also cater to other industries. They build and rely on new and efficiency enhancing technologies
orinfrastructures, such as Aland ML (see Box 1). These entities need not be financial institutions, and
often provide technological servicesthatfinancial institutionhave decidedto outsource. In thisrespect
they participate to the vertical unbundling of financial activities, thatis the separationof some of these
activities performed at different vertical stages of the value chain. For example, it is not uncommon
that external and non-financial firms performthe data analytics necessaryto activatesome of the core
business functions in Fintech. These are often technology or computerscience companiesthat provide
infrastructure, design algorithms not necessarily specific to financial applications, process the data
analysis and sometimesstore large amountsof data of Fintech players. This was the case, for example,
of many subsidiaries of Wirecard’s group that, differently from Wirecard Bank AG, were mainly
technology firms.

Unbundlers are new specialised financial operators, entering in specific segments traditionally served
by all-round financial institutions. Their business model is based on financial innovation and
specialisation. These entities thus perform horizontal unbundling, separating services to final users that
traditionalfinancialinstitutions would offer as a bundle, such as payment and credit service. They can
manage all their activities in-house or outsource some of them to Enhancers. A typical example s that
of issuers of electronicmoney, such as Wirecard’s “Boon.” and Satispay, a Luxemburg based company
mainly operatingin Italy.

Pursuers are traditional financial operators such as banks, that catch-up adopting new technologies,
thus enhancing their process and products. These entities in fact expand the bundle of activities that
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they offer, or replace some of them with innovative financial services, often by means of mergers and
acquisitions of Fintech start-up. As such theyare horizontally bundling additionalfinancial services and
processes. A paradigmatic example is the acquisition by JPMorgan Chase of the Fintech startup WePay
in 2017.

BigTech are large companies that operate platforms in non-financial markets, such as business-to-
consumers platforms (an example being Amazon) or social networks (an example being Facebook),
and that enter financial markets leveraging on modern technologies, their vast amount of consumer-
data and financial liquidity obtained in other non-financial markets.’ This is yet another form of
conglomerate bundling, as they put together financialand non-financial services that are atleastinitially
unrelated.

The very same presence of these many and different types of operators in financial markets makes
existing regulations very often inadequate and supervision definitely more complex.

Box 3: Types of Fintech by businesstype

Enhancers: operatorsthat performsome key technology-based activities for financial markets, but
also cater other industries (e.g. data analytics services). They are instrumental to the vertical
unbundling of financial activities.

Unbundlers: specialised financial operators, entering in specific segments traditionally served by
all-roundfinancialinstitutions (e.g. payment services). These entities perform horizontal unbundling,
separating services thattraditional financial institutions would offer as a bundle.

Pursuers: traditionalfinancial operators such as banks, that catch-up adopting new technologies,
thus enhancing their process and products, oftenby meansof mergersand acquisitions.

BigTechs: large companies in non-financial markets, such as business-to-consumers platforms (eg.
Amazon), that enter financial markets leveraging on updated technologies, vastamount of data
and financial liquidity obtained in other non-financial markets. This is yet a new form of
conglomerate bundling.

Source: Authors’ analysis.

3.2. Therisks of compartmentalising Regulation and Supervision:
entities vs. activities

Probably the most visible phenomenon in Fintech is the entry of Unbundlers. These new players are
often very innovative startups that emphasize their ability to leverage Al innovations in financial
markets (see Box 1) on specific segments of financial markets. Because of the rapid rise of this type of
new operators, much emphasis has been put so far on the necessity of moving regulation and
supervision from entities to activities (for example, Ferrarini, 2017). The rationale for this approach is
that if a firm is performing some activity that is subject to regulation and supervision, then the firm
should be subject to supervision and regulation irrespective of that firm’sformof incorporation and of
other activities performed in parallel. For example, a credit platform that intermediates credit by

°These companies are also called TechFin.
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assuming the risk of credit, even if temporarily, (that is the “sheet lending” platform discussed in Box
2), should be treated as any entity performing credit, on this dimension as any traditional bank. This
approach has the merit of guaranteeing anadequate monitoring of risks, and at the same time levelling
the playing field across different types of operators.

Although moving control fromentities to activities has certain merits, it may notbe enoughto address
the complications implied by the many different types of operatorsthatwe have discussed above. The
main risk of this approach is that of losing the big picture of companies’ activities. As we have seen, in
fact, horizontalunbundlingis not the only strategy pursued by Fintech players. There are entities that
in fact rely on incorporating and actually (re-)bundling new Fintech activities, such as the Pursuers,
others that bundle possibly unrelated lines of business, such as the Bigtech, and others that rely in
verticalrather than horizontalunbundling, suchas the Enhancers.

As a matter of fact, just focusing on regulating and supervising activities generates a significant risk of
compartmentalising the oversight of financial markets. This approach may end up with silos of
independent and unrelated regulationsand supervisions.

For example, with vertical unbundling strategies, non-financial Enhancers may escape oversight.
Consider the payments business where Wirecard was operating.As discussed above, formally Wirecard
was a third party to Wirecard bank, operating just infrastructure building, data storage and analytics
for the latter. As a technology enhancer it was not subject to the required oversight. Apart from the
alleged accounting frauds, moving operations related to financial activities outside of the regulatory
perimeter is a considerable source of new risks, especially when these enhancers become very large
players, running the operations of many financial companies at the same time. As already mentioned
in the previous section, temporarydisruption of the services of these enhancers, for whatever reason,
may halt services of a very large number of clients in financial markets. This is an operating risk due to
the concentration of critical services for financial companies in mostly unsupervised and in principle
non-financial entities.

A similar risk emerges with the entry of Bigtechs in some segments of financial markets, such as the
payment system. These companiesleverage on theirtechnological knowhow, big dataand oftenlarge
liquidity pools and may spread their activities quickly and globally. With these companies, activity-
specific supervision may provide a very limited illustration of the business performed and the
underlying risks. Indeed, some of the Bigtechs already have de jure independent, but controlled entities
that are licensed as digital payment or electronic money institutions (e.g., Uber in UK and Netherland,
Amazon in Luxemburg, Facebookin Ireland, Airbnb in UK). It is urgent to understand what the precise
relations that these companiesengage with their holding companies is. Incidentally we note that the
entry of these players should be monitored also from a market competition perspective, because of
their impact on other players’ profitability and the overall structure of financial markets. If exploiting
efficiency across different markets is desirable, extending dominant positions from non-financial
markets to financial markets should be avoided.

We now cometo the Enhancers. From aregulatory perspective, it is crucial to understand to what extent
providers of technological services should be supervised and whether there should be differences
between technological providers that also offer financial services through their subsidiaries, such as
Wirecard AG, and those which instead focus only on technological services. The debateon supervision
of the activities outsourced by regulated financial intermediaries to un-regulated entities is not new,
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butis it far from settled.'In Wirecard’s case, the evidence of significant disruptions for customers and
merchants is so far limited. But this is no guarantee that problems will not emerge in the future if a
large provider of technological services were to discontinue its activities. Stronger supervision on all
non-financial corporationscapable of causing a potential break-down of payment services is therefore
necessary to protect customers from the liquidity risk associated by their electronic means of
payments. Of course, thisrequires a thorough understanding of the technological and business model
of each firm taking partin the payment value chain. Consistently, the recent proposal of the European
Commission for a Regulation on digital operational resilience for the financial sector (European
Commission, 2020a), goes in this direction.

For all these reasons it is certainly important to consider the specific activities performed but also, at
the sametime, to retain the big picture of the new financial entities.

Considering the noveland specificissues thatFintech operators of the different types will bring about,
we now propose three “imperatives” for updated regulation and supervision that we consider
necessary: “Know the technology”,“Know the businessmodel”, “/Know the global picture”.

3.3. “Know the technology”

What aretheactualtechnologies that Fintech playersclaim they rely on?Thereis a lot of discussion on
this, but also too much hype (see Box 1). Therisk is that we do not effectively understand whatis going
on behind the smoke screen of innovation.

3.3.1. Artificial Intelligence and Supervision

At the core of Fintech expansion there are two novel ingredients: (i) a set of relatively recent
technologies that allow better information extraction from data, that often goes under the hat of
Artificial Intelligence ; (i) large data sets, or Bigdata, that can be effectively exploited with Al (See also
Box1).

The novelty with Al in fact lies in the dramaticreduction of the cost of computing and storing datain
the pastyears.In fact, many of the algorithms used in Alwere proposed decades ago. It is because of
the subsequent reductionin the cost and speed of computing power that Bigdata and Al started to
becomeimportant and usable for the digitalisation of human activitiesin markets and daily life.

Al algorithms, Bigdata and low cost of computing together make predictions, in severaldomains and
not only in financial markets, more precise, cheaper and promptly available. The real important
phenomenon is in the end the increased ability to predict future events and behaviours with more
precision and more quickly. These better predictions in turnallow for an increase in the automation of
decisions. One of the most important ramification of Alis ML (see Box 1). Al algorithms in fact learn
from the data and in some cases (e.g. in the case of Reinforcement Learning algorithms) they
autonomouslylearn by experimenting with trialand error.

An example of applications of these technologies in financial markets is an entity intermediating
payments that can make better predictionson therisksinvolvedin specific transactions and thus better
prepares for adverse events, and or more easily nets out different transactions. These processes can
also be seamlessly delegated to algorithmsand automated, possibly involving different APlinterfaces
(seeBox1).

1%See the proposal for regulation prepared by the Commission to the EU Parliament and the Council, about digital operational resilience in
the financial sector (European Commission, 2020a).
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Another notable example is Robo-advising, thatis the possibility to automate the advising on portfolio
management (see Box 1). In this case too, the application of Al is to better predict what could be the
needs of a specific household that would normally be left with no financial advising at all. Reduced
costs of prediction here allow to perform and serve segment of the markets that would otherwise be
excluded.

In fact, the applications of Al and its improved ability to predict trends in financial markets are
enormous,and we are currently seeingprobably just the tip of the iceberg.

Nonetheless, it is important that this sparkly side of Aland Bigdata doesnotblind us, and especially not
regulators and supervisors. These tools have limitations that are often difficult to foresee, also to the
very experts and even their designers.

Thefirst of all current limitations is that we currently do not have Artificial General Intelligence, that is
tools that fit and adapt to many different applications. We have instead a rich set of many different
tools that are designed to perform in specificenvironments but cannotbe exported in other contexts.
This specificity requires that the assessment of these technologies must be performed by experts of
the environmentsat hand, case by case.

Second, Al can be manipulated. Learning is in fact a delicate process that can be manipulated. It has
been shown that Alalgorithms can be fooled by modifying smallapparently innocuous details of the
patterns they should recognise.” This possibility points to the risk of attacks that may destabilize Al
tools, with nefarious consequences and repercussions, especially in applicationsfor financial markets.

Third, Al may come with unexpected consequences. As Al/ML are complex tools, sometimes using
sophisticated algorithms, not all consequences can be perfectly understood before deploying themin
actualapplications. For example, it has been shown that Alalgorithms designed to decide prices and
compete on markets may autonomously learn to coordinate and collude on high prices.’? Alalgorithms
may end up showing biases. For examplein credit allocation to certain categories of individuals, biases
that emerge spontaneously and in some cases also inherited from the data that are used for training
algorithms.

Fourth, Alpowered algorithms are often difficult to interpret, thus becoming black boxes. The lack of
“explainability”, a technical challenge that designers of algorithms are currently trying to address,
makes it difficult to fix possible problems that may emerge when deploying algorithms in financial
markets.

Although one can never understate the impressive efficiency that Alalgorithms can bring to markets
in general, and financial market specifically, all the previous issues illustrate that we must avoid any
hypeabout Aland its applications. And a significant partof what is absolutely neededfor a safe use of
Alinfinancial marketsis the ability to monitorand assessthe actual behavior and functioning of these
algorithms.

We cannotjust acceptasafactthatafirmrelyingon Alis certainly better perfformingand more efficient.
On the contrary, under many circumstances, it may be riskier. Unfortunately, this assessment is not
simple, tends to be unavailable to market operators as it must be performed by experts. The risks of
not effectively assessingthe uses and consequences of sophisticated Alalgorithmsin financial market
aresignificant, from thesmoke screen that Al may offer forfraudulentbehavior, as probablyin the case
of Wirecard, to new risks of financial instability. In the case of payments, a relevant area of activity of

" See Jiawei etal. (2019).

2See Calvanoetal. (2020).
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Wirecard, most of the activities involved in transactions still go through traditional channels and
infrastructures. The relevantinnovationswhere Al may havea significantimpact aremostly at the very
end of the payments ecosystem. We must thus be able to discern this and avoid thinking that any
genericapplication of Al in the payment system can bring about significant gains of efficiency in this,
after all traditional, environment. Although, in the case of Wirecard, specific Al-related risks were not
reported, at least so far, one could ask what information was available in this respect and who was
monitoring the actual functioning of the Al tools that the company was claiming to use for its finandial
market operations. We do not havefirst-handinformation, but we suspect that nobody was effectively
doingthis.

Some national authorities are already setting up units for competent assessment of algorithms and
technological services in different areas of financial supervision (e.g. the Fintech Sector unit of the
Supervision Department of the Bank of Italy, and the Fintech Hub of the Bank of England). Some
authorities are introducing requirements and tests for weakness of financial entities relying on Al,
checking also possible plans to address critical situations (e.g. the Al principles identified by the
Netherlands Bank and the Hong Kong Monetary Authority).” All this is commendable and must
becomethe standard worldwide.

To limit a possible source of substantial systemicrisk, it is therefore crucial to gain a fullunderstanding
of the role of providers of technological services to financial intermediaries.™ It is important that
financial intermediaries are required to disclose their dependence on external providers of financial
services and that they havecontingency plans in case of disruptions.In some cases, it may be possible
to require that regulation and supervision can be extended to some specific activities provided by
externaltechnological providers.

33.2. Technology for Regulation and Supervision: RegTech and SupTech

Interestingly, not only can Fintech rely on innovation and digital technologies, but regulation and
supervision can also profit from and adapt to using some of these tools. This possibility has been
referred as Regtech and Suptech. Broeders and Prenio (2018) use the terms to define the use of
innovative technology, in particular Al and big data analytics, for the regulation of automated and
standardised activities and foragencies to supportfinancial supervision.

In particular, regulations can contemplate and impose the use of technologies for compliance of
financial entities. A typical applicationis in reporting to financial authorities, which can be standardised
and then automated thus substituting ad-hoc templates and manual activities. This process also has
the benefit that standardised datatransmission allows for automated data analytics on the side of the
supervisorsand facilitatesinformation sharing and cooperation of supervisors across the world. Relying
on automated andstandardised financial reporting, financial entities may also be requestedto perform
data analytics to recognise internal fraudulent activities.

Suptech could use technologies themselvesin performing supervision of financial entities. Amongthe
most promising applications of Suptech, there is the use of AI/ML to detect anomalous patterns,
possibly associated with misconduct and heightened risks. Algorithms can be trained to monitor
financial transactions and activities and detect these behaviors. These tools (often termed “screens”)
promise a more systematic scan of financial markets and a better balance between false positive and
false negative than human experts’ judgment. So far, supervision has been based on the idea that

3 See Netherlands Bank (2019) and Hong Kong Monetary Authority (2019).

“On the risk related to third-party activities in financial services see FSB (2020), European Commission (2020a).
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supervised entities had to provide information by means of reports. Suptech may change this
paradigm. For example, specified APIs may allow supervisors to directly access data and explore
supervised entities for relevant information. This is what happens, for example, at the Netherlands
Bank, where automated analysis of orders and executions is used to identify funds transferred to the
same recipients via different routes in high-risk jurisdictions.'

Although Regtech and Suptech will certainly complement the activity of regulationand supervision of
financial markets, they willnot completely substitute more traditional approaches. Currently, they are
only experimental in nature or at a development stage, with very few already being operational.
Because they use tools that rely on AI/ML, as we have illustrated, they are also prone to the risk of
manipulation and adversarial attacks. These systems must thus be carefully designed to guarantee
cyber-resilience and will always require competent human interactionand supervision.

However, what is probably the most significant risk for Regtech and Suptech is that they develop as
spontaneous but uncoordinated activities. In fact, they are already growing in numbers and span in
many countriesworldwide (see BIS, 2020). The risk is that the outcome will be a very fragmented set of
tools, wasting a unique opportunity of international collaboration and cooperation. We cannot stress
enough that cases like Wirecard developed to such a scale also because of the global reach of this
company'’s activitiesand the lack of information sharing acrossauthorities.

At least within its boundaries, as we will discuss extensively below, Europe must take action and
coordinate the developments of Regtech and Suptech leadingto integratedand interoperable systems
across the member states.This, in ourview, doesnotmeanthatEurope requires special entities dealing
with Fintech and their innovative activities, rather than existing regulatory bodies must be better
prepared to monitor and tame the new technological developmentsin the industry, within a
coordinated European framework. Atminimum, coordination must rely on harmonized definitions (this
may seem a detail but in a fast growing and changing industry, precise and shared definitions are
necessary for any development) and shared knowledge of techniques and approaches. It would be
important then to have a common standard for machine readable information which is a necessary
step for further coordinationwhich might take place initially with specific working groups of national
competent authorities.

3.4. “Know the business model”

Unfortunately, knowing the technology and its application by Fintech players is not enough and we
need to understand, also, why firms adopt it. We can reasonably expect that, at least in market
economies, technology adoption is ultimately motivated by profit maximisation, over some relevant
time horizon. As obvious as this observation may seem, it is relevant here because increased
profitability is almost systematically associated with additionalrisk, especially in financial markets. This
does not mean that profit-increasing technologies should be opposed becauseof higher risks. As with
traditional regulation and supervision of financial markets, the problem is when risks of financial
activities are not completely accounted for and determine external negative effects, on investors,
customers and financial stability. Indeed, limited profitability can be itself a source of riskand instability
in financial markets. For example, increased competition amongtraditional banks may increasethe risk
of banks default (see Berger, 2009) and we may expect that this is also the case when banks face even
more intense competition with new Fintech players. Hence, assessing firms’ profitability is key for
proper and detailed riskassessment. However, understanding the source of profitsand risks, especially
with innovative tech firms, is not an easy task. For example, some Fintech firms operate with

1> See Ehrentraud etal. (2020) for a cross-country overview of Regtech and Suptech initiatives.
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technologies that feature large fix setup costs, and negligible per-client costs (this is the case for
example with data intensive technologies). Intense competition in markets with this cost structure may
become unsustainable, unless firms are able to charge different prices to different customers. Credit
platforms may decide to charge theircustomers (on the side of the borrowersand of the lenders) with
fixed fees, in which case they have all the incentives to increase participation, possibly sacrificing the
screening of the credit records of participants. The credit card payments system, as another example,
involves many operators (credit card companies, card issuers, acquirers, third party acquirers,
technology firms executing the payments and providing communications, see Figure 1), that are
related by contractsinvolving many different types of agreements (such as per transactionfees, value-
related prices, explicit or implicit credit agreements).

In such a complex environment, it is necessary that the supervisor not only understands the relevant
technology of a Fintech player but also knows the efficiency and profit gains it brings about, the cost
structure of the firms, and the contractual terms with different operators. In a word, supervisors must
know the “business models” of Fintech players. '

This is not going to be an easy task for supervisors. We have seen that Fintech players are diversified,
andthey rely on different and often novel and creative business models that evolve over time. In fact,
the business modelis the core of profitability ofinnovations and assuch it is difficult to track and, even
more, to predict.

In the case of Wirecard, knowing the efficiency enhancing technology, the source of profitability, and
the company’s actual business model would have been important in identifying possible sources of
risks. Piercing the veil of ignorance that was surrounding the real activities and efficiency gain of this
company would have avoided the hype surrounding the company, certainly more effectively and
quickly than what we have observed. The discussion of the Wirecard case in the previous pages also
shows that the perimeter of business models should expand in the case of holdingcompanies, because
slicing supervision by activities only gives a partial and insufficient view. Failing to adopt a holistic
approach in the evaluation of the full business model of a complex entity, like a holding company,
makes a fertile environmentfor frauds to go unnoticed."”

Practically, supervisors should be able at least to classify business models of Fintech players into
categories and/or Fintech firmsin turn should beasked toself-select into a specific category of business
models. One possibility could be toadopta regulation like the Prospectus Directive, butwhere the lean
documentation prepared by companies about their business models is addressed, confidentially, to
the supervisors. Since this business models may evolve over time, it would be important to have in
machine-readable form sothat supervisors can regularly and effectively monitor changes.'® Clearly, this
cannot be the only toolfor supervision,and willnot be the solution to all problems mentioned above.
This relatively simple exercise at least would allow for more transparency that would benefit
supervisors, auditors, and ultimately markets.

' The importance of business model also resonates with the opinion of the European Commission’s Expert Group on Regulatory Obstacles
to Financial Innovation discussed in its Thirty Recommendations on Regulation, Innovation and Finance report (ROFIEG, 2019).

7 Consistent with this idea, the Commission in its Communication on the Digital Finance Strategy is investigating if the supervision of
groups in financial service legislation is still effective in regards of technological innovation in financial markets (European Commission
2020c).

'8 Machine-readable reporting to supervisors is proposed and sustained in European Commission (2020c).
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34.1. Regulatory Sandboxes

A usefultoolthat authorities are quickly adopting across the world is that of "Regulatory Sandboxes”
(see Ehrentraud et al. 2020). The idea is to offer Fintech players a controlled environment for testing
innovations, in termsoftechnologiesand or business model, directly interactingwith supervisorsand
in some cases also having access to temporary regulatory forbearance. In some jurisdictions and for
specific applications (e.g.in the case of electronicmoney, in several countries), the sandboxis also part
of the authoritative and licensing procedure. By testing Fintech innovations before market
deployment, authorities may gain better access to the business model that Fintech players
contemplate, stillguaranteeing legally protected discretion.At the same time, Fintech companies can
assess the view of supervisors on their business models and potential source of future conflict.
Furthermore, better predictability of the regulatory approach can foster more and faster innovations
in the financial markets.

Theseareallgood reasons to be very positivewith the approach of regulatory sandboxes. At the same
time, we cannot underestimate some possible issues. The fact that a Fintech operator is or has gone
througharegulatory sandboxmay be perceived by marketsand by not-expertsas a sign of quality or
supervision’s approval, which is not necessarily the case. Furthermore, as explained above, business
models evolve over time also in response of changed competitive conditions. This requires finding a
way to keep track with these evolutions, for example by asking Fintech players to remain in contact
with the innovation hub that runs the sandbox. Although an open dialogue between supervisors is
certainly desirable, for the reasons explained above, it is still generally better to avoid too close and
repeated interactions between supervisors and supervisees. The risk of capture is undeniable, and it
can materialisein subtle ways, suchas a too-light-touch, forbearance and blindnessin favor of courted
national champions, aswe further elaborate in the next section. Taming thisrisk of capture is important
and can be addressed clearly separating the activities and teams of sandboxes and innovation hubs
from supervisoryteams.

3.5. “Know the global picture: International cooperation”

Fintech players, especially those unbundling and specialising in narrow segments, have shown a
natural tendency to cross border activities. This is expected, as with specialisation firms need to tap
new marketsratherthannew businesses.

At the same time, we have discussed the many ongoing and future regulatory and supervisory
reactions to Fintechexpansionthatare pursued in countriesacrossthe globe, like forexample Regtech
and Suptech and theregulatory sandboxes (see sections3.3.2and 3.4.1).

These regulatory experiments risk of favouring an uncoordinated and fragmented oversight of the
Fintech industry. And of offering yet another dimension for regulatory arbitrage, that across
boundaries. This situation is reminiscent, but to some extent worse, of the status of regulation and
supervision of cross-border banks before the Banking Union. It is worse because, large and systemic
banks were few and easy to identify, with clear and significant incentives for national authorities to sit
down and design a coordinated regulatory and supervisory environment. With Fintech, actors are
many, agile, small startupcompanies, thatenter and exit markets quickly, being mostly based ondigital
intermediation.

In addition, anissuein common with the regulation and supervision of large cross-borderbanksis the
risk of capture by promising national champions. This risk in fact compounds with the lack of
international coordination and of common standards. Notably, capture of the supervisor does not
necessarily take place with the extreme form of corruptionand explicit wrongdoing. In a fast-growing
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sector with Fintech, significant unchartered risks can quickly pile up by means of simple forbearance
towards national championsthatbenefit of an allure of efficient and fast-growing firms.

The case of Wirecard highlights how crucial these issues are. The global reach of the company was
significant, with the obvious problem that in the payment systems we lack unified supervision and
different national standards apply on, for example, interoperability of enabling technologies. When a
Fintech player in this business outsources part of its activities to a third-party, national supervisors
normally have access to information about these external operators only if they are located within
nationalboundaries. Assoon asthese activities take place cross-border they become almost impossible
to scrutinisein a unified way.

As usual, solutions to the issue of lack of coordination and harmonised standards are not easy to fix
The history of the European Union is rich in this dimension. The effort that is normally required is
significant, but notimpossible especially in situations of crisis, as the case of Banking Union has shown.
We see this process of harmonisation and coordination, in thecase of Europe, as a necessary ingredient
of the Capital Market Union. The recent Digital Finance Package (European Commission 2020a-c) in fact
emphasises therole of cross-border coordination of supervision of innovative financial services, such
as with the many national initiatives of regulatory sandboxes and the European Forum of Innovation
Facilitators.

A European authority supervising Fintech independently of their corporate structure, e.g. being them
financial or technological companies, may offer the unified big picture needed to address issues of
customer protection and financial stability like those emerged in Wirecard. But we do not think that
Fintech players and the Wirecard case provide a compelling justification for such a new European
Authority. As discussed in the previous pages, the potential issues generated by Fintech players should
be addressedin the area of regulation and supervision of financial intermediaries, with the objective of
customer protectionand financial system stability. In the case of investor protection, in our view there
are no crucial differences between Fintech and other corporations with complex business models. In
each of these areas, customer protection and financial stability, the European Banking Authority (EBA)
and ESMA may be put in the position of guaranteeing harmonised and coordinated actions across
Europe, which will then be exercised by national competentauthorities.

Werather think that supervisorsand regulators, both European andnational ones, should be endowed
with newand harmonised powers and instruments, as argued in the previous pages. After all, Fintech
companies emergeoutofinnovationsand, in many cases, they startoperatingat a small scale. We think
that a fully integrated European oversight may stifle innovation of Fintech startups, as European
compliance may easily become burdensome for emerging and innovative companies. Furthermore,
some regulatory competitionacross nationaljurisdictions may be itself beneficial, pushing regulators
and supervisors to explore new and unchartered territories.

In this proposed environment with acting national competent authorities and European agencies
providing the appropriate frame, it is clearly key that harmonisation takes place. As mentioned above,
a key startingpoint would be to adopta common and simple set of definitions: although this may seem
a detail, a uniform classification of the many different types of Fintech players, business models and
innovative services in Europeis becoming an urgent necessity thatshould reflectinto a coherentlegal
terminology. Also, uniformity of treatment should be guaranteed across all operators: similar Fintech
as well as traditional players offering the same services. Coordination to guarantee this uniformity is
necessary notonly for a single market perspective, but alsoto allow European Fintech players to scale
up in the European domestic market, often a precondition for further expansion. This uniformity of
treatment for similar players is also the key for shared access to critical information of Fintech players
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operating at the European level. Currently, for example, a Fintech player offering payment services with
outsourced activities to third parties may be requested by national authorities to clarify the nature and
extent of the outsourced activities, but only within national boundaries. As soonas these activities are
performed in a different country, thenthe powers of inquiry of competentnational authoritiesare very
much diminished. This can be addressed extending this power of inquiry in the European area, for
example by means of cooperation agreements for supervisory investigations, standardisation of
information reporting for Fintech players and information sharing between national competent
authorities, independently of the country of incorporation. Although this activity of coordination of
national competent authorities is not going to be a simple endeavor and requires a careful and detailed
design, we think the EU institutions (EBA, ESMA and possibly the Joint Committee of European
Supervisory Authorities) can deliver the appropriate framework for coordination and cooperation.

CONCLUSION

According to currently available information, Wirecard’s case is a classical accounting fraud. While it
severely hindered investors, it left customers nearly unscathed. But its scrutiny has uncovered many
loopholes, not only in the realm ofinvestor protection, but also in the broader issue of reqgulation and
supervision of Fintech companies.

Whileit isimportant to avoid stifling the efficiency gains that technologicalinnovationcan bring in the
financial industry, regulation and supervision must remain effective in guaranteeing investor and
customer protection.

With respect to investors, Wirecard's case calls for stronger national authorities, increased international
harmonisation, coordination and cooperation, and direct and sound supervision of auditing firms. In
fact, this is necessary not only in the case of Fintech companies,but more in general for all listed firms.

With respect to customers’ protection, effective regulation andsupervisionof Fintechs is only possible
with a thorough understanding of their business model and of the technologies that they use, to
identify where the risks inherent in their activities lie. Attention must be paid to the role of operators
that perform key technology-based activities for financial markets, which we have called enhancers,
thatare often unregulated, orsubject to very light regulation.

Regulatory arbitrage must be avoided to ensure a level playing field between Fintech companies and
traditional businesses, requiring that entities carrying the same activity follow the same sets of rules,
however they carry them out. But this needs at the same time to be combined with the oversight of
entities, and holdings in case of complex companies. Indeed, the Wirecard lesson is that a partial
oversight ofan entity—i.e. Wirecard Bank AG and Wirecard Card UK — hasallowed to contain the impact
on customersbut hasleft open substantial requlatoryloopholes. Given the ample span of cross-border
activities carried on by Fintech firms, harmonisation, coordination and cooperation are essential, but
we see no need for a new regulatory agency at the European level: oversight can be guaranteed
empowering existing authorities.
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Beginning with a discussion of the Wirecard case, this study highlights several lessons for the
regulation and supervision of Fintech companies. Innovation in the financial industry brings both
efficiency gains and new risks. To balance these two elements, regulators need a deep
understanding of Fintech’s technologies and business models. Because Fintechs can be very
complex companies, thereis a need for an approach combining the oversight of both entities and
activities. The global scope of Fintech’s activities also calls forconvergence and coordination of rules
and supervisory practicesat the European leveland beyond.
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