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Abstract

We present a continuous variable quantum communication protocol based on bright continuous-wave twin-beams generated by a
type-11 OPO. Intensity correlation between the beams is used in conjunction with a binary randomization of polarization to guarantee
security and reveal eavesdropping actions. The scheme presented is asymmetric. Bob (the receiver) retains one of the beams and sends the
other one to Alice after a random rotation of its polarization. The cryptographic key elements are encoded through amplitude
modulation by Alice, who sends back her beam to Bob after a second rotation of the polarization. Eventually, the beams are detected by
Bob after a further random polarization rotation. The security of the system and the possibility of revealing the eavesdropping action in

the case of an individual attack are demonstrated by evaluating the bit error rates.

© 2006 Elsevier Ltd. All rights reserved.
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1. Introduction

In recent years there has been an increasing interest in
exploiting typical features of quantum mechanical systems
in order to implement communication schemes showing a
high level of security. Such secure schemes can be employed
for implementing a quantum key distribution (QKD)
protocol: a way for safely sharing a secret key between
two distant parties (say, Alice and Bob) [1,2].

Since the first proposal of Bennett and Brassard [3], there
has been an increasing number of experimental realizations
of QKD with discrete variables, essentially based upon
single photon systems [2]. In these systems the information
is randomly encoded on a couple of non-commuting
variables. By this strategy, one obtains that any eaves-
dropper (say, Eve) is forced to guess which observable has
to be measured. Eve is likely to make the wrong guess half
of the times, thus revealing her presence to Alice and Bob
through back-action.
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QKD concepts have been extended to continuous
variable (CV) systems [4,5]. It has been argued that a
general CV secure quantum communication protocol
should be discussed in terms of the bit error rate (BER).
In particular, the quantum mechanical limits to the
minimum extra-disturbance that Alice and Bob are able
to detect on their data have been established. It has also
been shown that entanglement is a precondition for
realizing secure communication schemes [6].

EPR CV beams—i.c. twin-beam—have already been
employed in two quantum communication experiments [7,8].
The Caltech group [7] has shown that EPR CV correlations
improve the signal-to-noise ratio (SNR) in transmitting a
coherent message. A simplified version of this scheme [8] uses a
single EPR beam traveling between Alice and Bob.

More recently, it has been shown that it is possible to
realize QKD by using coherent beams [9-11]. In these
schemes, two random Gaussian variables are encoded in
two non-commuting observables by means of both phase
and amplitude modulation.

In all the above-mentioned CV schemes the measure-
ments at the receiver are implemented by homodyne
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detectors, requiring the remote control of the local
oscillator (LO) phase, or the transmission of both the LO
and the carrier beams.

In addition to these experiments, there have been some
further proposals for CV QKD [12-14]. The scheme of Ref.
[12] is based on simultaneous homodyne detection at the
two stations, whereas the very recent proposal [13] avoids
homodyne detection and exploits quantum dense coding
on EPR beams [l15], together with the possibility of
changing EPR correlation in an OPA working randomly
either as an amplifier or a de-amplifier. In Ref. [14], a
scheme employing the photon number correlation in a
seeded OPA is discussed. This scheme exploits both
polarization entanglement and photon number correlation
of the down-converted pulses, with the difference in the
signal and idler photons used for coding. A photodiode
with a high dynamical range is needed at the receiver, in
order to discriminate a relative difference in the photon
number of the order of 1073 to —107*. The latter scheme
has been recently object of a preliminary feasibility
experiment [16].

In the present paper, we propose a CV communication
protocol whose security relies on quantum correlations
between continuous-wave (CW) twin-beam generated in an
above threshold type-II OPO [17-20]. The main features of
this scheme are:

(1) intrinsically asymmetric with the receiver ruling the
transmission;

(2) direct detection, which avoids drawbacks of homodyne
detectors;

(3) a single beam travels back and forth Alice—Bob;

(4) data encoded by sub-shot-noise amplitude modulation,
and protected by random polarization rotations.

The proposed scheme can be regarded as a base for a QKD
protocol. Its nature will be discussed in terms of transmis-
sion BER and the possibility of revealing interceptions will
be evaluated for the single attack scheme.

2. Quantum communication using bright twin beams

The present CV protocol is schematically depicted in
Fig. 1. Before the transmission starts the two communicat-
ing parties agree on a public channel on modulation/
demodulation frequency @ and fix the bit duration time
(referred to in the follows as “time slot™).

Bob (receiver) generates a twin-beams by a type-11 OPO
and spatially separates the two orthogonally polarized
components (“signal” and “idler’”’) by a polarizing beam-
splitter (PBS;). One of the beams (f.i. the idler) is retained
by Bob while the other one travels back and forth the two
parties. Once the beams are separated Bob rotates the
signal polarization by an angle ¢ randomly chosen and
sends it to Alice.

On her side Alice (sender) encodes each bit as follows.
For every time slot she decides to apply or not an
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Fig. 1. Schematic of the quantum cryptographic protocol. Bob generates
CW twin-beam and sends one of them to Alice’s station where the key bits
are encoded by means of amplitude modulation. The beam travels back to
Bob where intensity difference measurements are implemented. The
random polarization changes, indicated by the angles ¢, ¢, and ¢g,
are used to protect data.

amplitude modulation, at frequency €, to the signal (say:
bit 1< modulation “on”, bit 0 <> modulation “off”). She
tunes the modulation depth so as to hide its effects below
the shot-noise-level (SNL). At the end, Alice changes once
again the beam polarization by choosing at random
between 0 and /2. Eventually, the beam carrying the bit
value, is sent back toward the receiver station.

Bob recovers the bit value by detecting simultaneously
the signal + idler beams and exploiting their quantum
correlation. As a first step he rotates randomly the
polarization (¢y = —¢ or ¢ = n/2 — ¢). Next, if the total
polarization change ¢ + ¢ + ¢ is equal to 0 or 7, the
signal impinging on PBS, is totally reflected toward the
photodiode (PDg) and the paired beams are detected and
the bit recovered from the difference photocurrent. On the
contrary, if ¢ + ¢, + ¢g = /2 the signal is transmitted
toward PDg which measures a non-zero mean photocur-
rent. In the latter case, occurring on average half of the
times, Bob marks the corresponding time slot as no-data.

Notice that in virtue of the EPR correlation the SNR of
the signal-idler difference is better than that of the signal
alone. On the other side, the polarization procedure
randomizes the QKD protocol. In this way both the
sender and the receiver do not know “a priori” if the bit
sent (received) in a particular time slot would be or not part
of the final bit array.

Once Alice has sent /N bits to Bob, they need to distill the
final array. To do this, using a public channel, Bob reveals
to Alice, for each time slot, the value of the angle ¢y + ¢.
Alice, knowing ¢, , compute ¢ + ¢ + ¢, and discard the
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Table 1
Bit table for different combinations of polarization random rotation and
modulation

Pa ¢+ dp Modulation Bit value
0 0 On 1
0 0 Off 0
0 /2 On No-data
0 n/2 Off No-data
n/2 0 On No-data
n/2 0 Off No-data
/2 /2 On 1
n/2 n/2 Off 0

Half of the times Bob and Alice will discard their data.

data labeled as no-data on Bob’s side. On average, they will
get a secure key element every two transmitted bits.

The randomization of polarization, which embeds the
actual key in a larger array, forces any unauthorized
receiver to make a guess. In this way the bare security of
the quantum channel is enhanced. The choice of a binary
polarization randomization is not mandatory. Indeed, the
system works in an analogue way for an M-ary randomiza-
tion of the polarization. In this case the security is further
increased, at the price of a reduced transmission rate. In
Table 1 we report the different possible combination of
random polarization changes and modulation that would
form the actual key.

At the end of the transmission reconciliation privacy
amplification can be performed in a standard way [21].

3. BER analysis

The quality of a digital link can be evaluated in terms of
bit error rate (BER), i.e. the ratio of the wrong bits to all
the transmitted ones, related to the SNR [22] by

1 /1

1 — Erf (2 3 SNR)
where Erf denotes the error function. For a classical carrier
beam the lower limit for the noise is the SNL. On the other
hand, CW twin-beams exhibit intensity correlation [23,24],
mirrored in a spectral density difference lying below the
SNL with a Lorentzian profile, a rather good noise
suppression at zero frequency and width related to the
cavity bandwidth. On the contrary, each single beam, for
moderate pump power, resembles a coherent one accom-
panied by its own SNL.

In order to evaluate the BER associated to the present
communication scheme we use the following simple model
for the modulation. Let E be a classic monochromatic
beam oscillating at frequency w, with amplitude A4
modulated at frequency Q. E can be decomposed in a
sum of monochromatic components each oscillating at
frequency wy + kQ (k € Z) with amplitude Ai*J(m), m
modulation depth and J(m) the Bessel function of order k.

1
BER = -
ER =3 , (1)

If m is small enough, the sum reduces to k=0,
41 (fundamental 4+ two sidebands). In the frequency do-
main, the field is represented by a Lorentzian at w = wq of
height |4|* and side bands at @ = wq & Q of height |4|*m?.
The Alice-Bob interaction is described by the following
spectral densities:

(1) S1a spectrum of the signal leaving Bob’s station;
(2) S?,Z) spectrum modified by Alice;

(3) Sgp difference spectrum measured by Bob;

4) Sg"];) difference spectrum in presence of modulation.

SYZ) and Spa are related by

S (@) = C3Sia(@) + CHSia(0 — Q)+ L@ - Q)1 ()
with

Co > |1 —eJo(m)?, Cy = |eJi(m)],

where ¢ (< 1) takes into account the modulation process,
and % is a Lorentzian of unitary height. C(Z)SIA represents
the SN contribution while C%(SIA + &) stands for the
modulation term. For m < 1, the classical sideband C3.2(0)
at Q is partially overshadowed by the SN (C(Z)SIA(Q)z
C12(0)). Since Sia(0)<2(0) and Ci<C3,
C%SIA(w — Q) can be neglected.

On Bob’s side the intensity difference spectrum reads

Sap(@) = SY() + CSia(w — Q) + L (v — Q)] 3)

with Sgg) the intensity difference spectrum modified by the
modulation. For m = 0 (modulation off) Sfj(g is that given
by OPO output. The modulation slightly reduces the
intensity and so does the correlation, thus transforming
SO into .

dB dB

The correlation makes the modulation side-bands more
evident being Sgg)(Q) sensibly smaller than C%SIA(Q).

In the following, we report plots of the spectra in
Egs. (2), (3) obtained by using for Sijy and Sgg the
expressions reported in Ref. [24], and assuming 5.2dB of
intensity correlation at 5SMHz (as in [19]), with Q set to
5SMHz (» % of the squeezing bandwidth).

The modulation depth m must be chosen in such a way
to guarantee a low BER on Bob’s intensity difference
measurements and, at the same time, a high BER on data
obtained by single beam detection (which corresponds to
an intrusion in the communication channel, see below). In
Fig. 2 we compare the BERs for single and difference
detection versus m. In both cases BER decreases for
increasing m. The intensity difference BER is always lower
than single one; e.g., for m = 0.052, we have on single
detection a BER of 22.5%, while on difference it is ~ 1%.
The dashed curves lying close to the intensity difference
BER correspond to a variation of +1dB of the squeezing.
As it can be seen such a variation does not change
dramatically the BER behavior.

The randomization of polarization allows Bob and Alice
to embed their secret key in one half of the data array,
which unauthorized parties cannot discriminate from the

hence
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Fig. 2. Bit error rate (BER) versus modulation depth m in intensity
difference measurements (lower curve) and single beam detection (upper
dashed curve) at Bob’s station. Thanks to the twin-beam intensity
correlation, the BER is clearly lower in the case of balanced detection, due
to the enhancement of the SNR. All the reported plots are calculated
assuming a pump power P = 1.7 x Py,, modulation frequency Q one-third
the cavity bandwidth, and a noise reduction of 5.2dB. The dotted curves
represent a noise reduction variation of =1 dB. The expressions used in the
simulations are reported in Ref. [24].

full array. This procedure is necessary in view of the
application of this quantum communication scheme to a
QKD protocol.

Bob and Alice can get aware of an Eve’s intrusion by
checking their BER. Local attacks after Alice modulation
with Eve to having a perfect detection system (unitary
quantum efficiency, no added noise) are modeled as the
insertion of a beam splitter (BS) and a subsequent
photodetection of the reflected mode. In practice, Eve
may use a BS to catch a fraction of the modulated beam
while this is sent back to Bob. Then, she observes intensity
fluctuation around @ and tries to reveal the modulation.
Assuming a delta correlated vacuum field (v(¢)o'(¢)) =
o(t — ') at the second port of the BS, the fluctuation
spectra for the transmitted (C) and the reflected (D) beams
are affected by an additional shot noise contribution.
Applying BS input-output relations one obtains:

Sic(w) = t*Sia(w) + (1) (Ia),
Sip(@) = r*Sia(w) + (1) (1 4), (4)

where #(r) ( +r> =1) is the transmission (reflection)
coefficient of the BS, A is the signal mode and (...)
indicates the mean value. Eve measures the following
fluctuation spectrum (see Eq. (2))

Sie(@) = SA(@)Cor* + 14 C3 - Sia(w — Q)
+ (tr)(Co + C{IA) + L (@ — QCTH, (5)

while, because of Eve’s action, Bob observes the difference
spectrum

Sip(@) = Sap(w) + *C1Sia(w — Q)
+ (t)A(Co + CUA) + L(0 — Q) - 1*C3, (6)
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Fig. 3. Bit error rate of Bob (lower curve) and Eve (upper dotted curve)
versus BS reflectivity r for interception attacks. Up to r=04,
corresponding to an interception of 16% of the beam power, Bob’s
BER increases very slowly while Eve obtains a BER of ~ 31%. For higher
r, BER on Eve side decreases while Bob would able to detect Eve attack
because of the increasing of the BER on his data.

where S4p takes into account the losses due to Eve’s
intrusion and the subsequent reduction in the intensity
correlation.

In Fig. 3, the BER for both Bob and Eve is plotted
versus BS reflection coefficients r. Eve reveals herself by
increasing the BER on Bob side as a consequence of the
signal decrease and the increase of the effective noise
around Q. The lower limit for Eve’s BER is obtained when
the whole beam is caught; it corresponds to the single beam
BER given above (22.5% for m = 0.52). For r<0.4 (i.e.
16% of power reflection) Bob’s BER increases to 3% and
therefore it is not immediate for him to reveal Eve’s attack.
However, at the same time, Eve’s BER reaches 31%, thus
making the attack unsuccessful. For higher r, correlation
critically deteriorates and Bob’s BER rapidly increases,
making easy to detect any eavesdropping action. In
summary, for any value of the splitting ratio, Eve’s single
attack strategy is either useless or easily detected.

For an eavesdropper with unlimited resources an
additional scenario should be considered, namely the
possibility that Eve can perform a beamsplitting insertion
whose splitting ratio is tuned for matching the channel loss.
Then, she could replace the (lossy) line by an ideal channel,
thus hiding her attack. In this case, it is very difficult for
Alice and Bob to reveal eavesdropping, while security of
the transmission is still assured, thanks to the high Eve’s
BER and to the polarization encoding, which, in this case,
plays a major role.

Since the bits are encoded by applying or not a
modulation to one of the beams, it is important to discuss
Eve’s catch-and-resend strategy [2]. This consists of the
possibility for Eve to catch the whole beam and, after a
suitably informative measurement, to resend the informa-
tion she gets on a different optimal carrier. In such a case
our scheme is secure because of its asymmetry. In fact, Eve
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has at her disposal only one single party of the entangled
twin-beam, and therefore, thanks to the quantum correla-
tion, any measurement performed by Eve will affect the
state of the whole system. In turn, this implies that any
action by Eve reduces the correlations between the beams
[25,26] so increasing the probability of being detected.

4. Conclusions

In conclusion, a quantum communication scheme based
on non-classical correlations between intensity and polar-
ization of CW twin-beams generated in a type-1I OPO has
been presented.

The transmission is ruled by the receiver (Bob) who
retains one of the beams and sends the other to Alice. The
bits are encoded by amplitude modulation with a very
small depth, so that the modulation sidebands remain
hidden in the quantum noise of the beam. The security of
the system and the possibility of revealing an eavesdrop-
ping interception have been discussed by evaluating the
BER of the receiver and of an eavesdropper with unlimited
resources. The asymmetry of the scheme guarantees that
the catch-and-resend strategy is ineffective. The scheme has
been discussed as the base for a possible QKD protocol. In
such a case a random variable, namely the beam
polarization, can be introduced to increase the channel
security.
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